
Lawrence Teo

www.calyptix.com

The New York City BSD Conference (NYCBSDCon) 2010

November 13, 2010

Managing 600 OpenBSD - based 
Firewalls in Microsoft - Centric Small 

and Medium Businesses

http://www.calyptix.com
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ÁConclusion
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Timeline
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AccessEnforcer

ÁAn OpenBSD-based multifunction firewall

ÁA Unified Threat Management (UTM) appliance

ÁBuilt for SMB IT professionals who use Microsoft-centric 

products and technologies

ÁFunctionality

ÁFirewall (PF)

Á IDS/IPS (Snort)

ÁEmail filtering (spam & antivirus)

ÁWeb filtering

Á IPsec VPN

ÁCalyptixVPN (OpenVPN)

ÁActive Directory integration

ÁReporting
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AccessEnforcer GUI
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AccessEnforcer Models
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AE750                               Up to 10 users

AE1000                              Up to 25 users

AE2000                                Up to 50 users

AE3000                              Up to 100 users

Standard GUI across all units
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My official role at Calyptix

Code!
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My REAL role at Calyptix
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Microsoft - Centric SMB defined

Á1 to 250 users

ÁMost are in the < 25 range

Á IT Manager

ïUsually an outside IT consultant/firm

ïLarger sites may have an inside IT manager

ïMicrosoft specialist; little to no UNIX experience

ÁMicrosoft-centric products

ï95% have a Windows Server (almost always Small Business 

Server) with Microsoft Exchange

ïActive Directory

ïMicrosoft Outlook, Office, SharePoint, etc
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Our SMB customers

ÁCPA firms

ÁLaw firms

ÁFurniture stores

ÁPrivate schools

ÁChurches

ÁHotels

ÁDoctorsô offices

ÁRestaurants

ÁHospitals
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ÁChemists

ÁDefense contractors

ÁSoftware development firms

ÁManufacturing firms

ÁMuseums

ÁFirehouses

ÁChambers of commerce

ÁFuneral homes

ÁAlso a few home usersé
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Why Microsoft - Centric SMBs ?

ÁSMBs are the backbone of the US economy

ï >26 million SMBs in the USA

ï Half of all private sector jobs

ï Created ~70% of all new jobs in past decade

ÁSmall businesses

ïLeast IT resources

ïBudget constraints

ïA serious security incident could affect the entire company

ÁMicrosoft Windows

ïMost popular = Most targeted!

Á Needs security the most!
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Why OpenBSD ?

ÁSecurity and code quality

ï Secure by default

ï Readable, peer-reviewed code

ÁSimplicity and practicality

ï Sane defaults

ï Less is more

ÁGreat documentation

ï Documentation is not an afterthought

ï Readable man pages!
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Why OpenBSD ?

Á Great development environment out of the box

ïConvenient data structures for C: queue.h, tree.h

ïSecure coding facilities: strlcpy(3), strlcat(3), strtonum(3), 

arc4random(3)

ïFeatures like ProPolice help detect bugs in our software

ïUseful libraries and tools in base, e.g. libevent, tmux, etc.

Á PF (and access to latest version of PF)

Á True Freedom

ïItôs really free! Unencumbered code in base

ïThorough license audit
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Most Common Deployment
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Internet

Windows

Small Business Server

(includes Exchange)

ÁOne LAN

ÁSBS serves DHCP & DNS 

ÁSBS runs Exchange for

email (SMTP)

ÁActive Directory
ÁRemote Web Workplace (RWW)

ÁOutlook Web Access (OWA)

ÁRPC over HTTPS (or HTTP L)

ÁRemote Desktop Protocol (RDP)

ÁSharePoint
ÁPPTP L
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AccessEnforcer

Development
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Design Decisions

For the Microsoft-trained IT Manager:

ÁWeb interface GUI

ïLimited CLI shell for recovery

ÁMake it easy

ïAdmin should not need to know any UNIX whatsoever to operate 

the product

ÁSimplicity and sane defaults!

ïAs few knobs as possible

ïJust the stuff they need (no BGP, etc)

ÁSeamless integration with Microsoft products

ïEspecially Windows Small Business Server
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Design Decisions

Our own requirements:

ÁSecure by default as much as possible

ïEach unit has randomly-generated default passwords (no two 

units have same passwords)

ïHTTPS-only web interface

ÁDiscourage or do not support weak protocols

ïDefinitely no telnet server!

ïExample: DES intentionally not supported, MD5 highly 

discouraged

ÁIt should ñjust workò
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Our Dev Environment

ÁC, Ruby, Korn shell, Perl, PHP, Lua, some C++

ÁVisual Studio for Windows apps

ÁPostgreSQL

ÁStarted with CVS, recently moved to Git

ÁSource tree compiled using BSD make

ÁMulti-platform development environment

ÁOpenBSD

ÁWindows XP, Vista, 7

ÁWindows SBS 2003, SBS 2008

ÁMac OS X 10.5, 10.6

ÁUbuntu Linux
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Adopted OpenBSD practices

ÁSource tree organized roughly according to hier(7)

ïCompiled with BSD make; no autotools, thankfully

ÁCoding style

ÁCode auditing and review

ïManual review each otherôs code

ïReview of GUI code for web application security issues, e.g. 

SQL injections, cross-site scripting, and CSRF

ïStatic analysis with LLVM clang

ÁBranch name conventions (e.g. AEF_3_0)

Á -Wall
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AccessEnforcer versions

ÁAccessEnforcer v1.0 (Ancient History; EOLôed)

ïOpenBSD 3.8

ÁAccessEnforcer v2.0

ïOpenBSD 4.0, with backported security fixes and 

programs from OpenBSD CVS

ÁAccessEnforcer v3.0

ïOpenBSD 4.7, with errata patches
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How OpenBSD is used
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How OpenBSD is used

ÁMinimal installation

ïbsd, bsd.rd, base47.tgz, and etc47.tgz

ÁGENERIC kernel

ÁMany base tools, some with modifications

ÁPF enabled

ïNAT, rdr-to for port forwarding rules, and a LOT of other 

networking functions
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Software Stack
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AccessEnforcer web interface OpenSSH

interface

Serial console

interface

AccessEnforcer programs

OpenBSD userland (base) Third-party applications
(OpenBSD ports & our own ports)

OpenBSD kernel

Hardware
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Changes to OpenBSD

Á /etc/rc replaced with our own startup script

ÁNo rc.conf

Á Init scripts placed in init.d

ïGenerally a conf script to generate the config file

ï Init script to start/restart/stop program

ïBackground watchdog program to ensure all programs in correct 

state

ÁTurned off unused services (echo, daytime, etc)
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OpenBSD base tools

ÁFirewall & Networking

ï ifconfig, pfctl, ftp-proxy

ÁDHCP

ïdhcpd, dhclient

Á IPsec VPN

ï ipsecctl, isakmpd

ÁDiagnostic tools

ïarp, dig, ping, traceroute, tcpdump, whois

ÁMonitoring

ïsnmpd, syslogd

ÁMany moreé

ïExamples: ntpd, halt, ifstated, etc.
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Example: IPsec VPN

ÁPowered by ipsecctl(8), 

isakmpd(8) and 

ipsec.conf

ÁManual keying and 

automatic keying

ÁEncryption and 

authentication algorithms

ÁSingle-page setup!
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