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SECURITY

19801H%9 0 0K99 2001 2002 2004 2006 Today

Founded Sold first
MS-DOS OpenBSD Calyptix AE units
Monash Security
Linux  University Started developing  >600 AE units
(Australia) AccessEnforcer, deployed
OpenBSD-based

University of

North Carolina

at Charlotte
(USA)

firewall

Managing 600 OpenBSD-Based Firewalls 3




calyptix”
AccessEnforcer Ely L

A An OpenBSD-based multifunction firewall
A A Unified Threat Management (UTM) appliance
A Built for SMB IT professionals who use Microsoft-centric
products and technologies
A Functionality
A Firewall (PF)
A IDS/IPS (Snort)
A Email filtering (spam & antivirus)
A Web filtering
A IPsec VPN
A CalyptixVPN (OpenVPN)
A Active Directory integration
A Reporting

AE3000
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AccessEnforcer

GUI

calyptix’
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AccessEnforcer Models CSE?EICYJE.ELX

T - AE750 Up to 10 users
AE1000 Up to 25 users

nﬁz AE2000 Up to 50 users
AE3000 Up to 100 users

AE3000

Standard GUI across all units
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My official role at Calyptix CSaELYJEELX

Code!
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My REAL role at = Calyptix calyptix

Code! Support/firefighting

DEIN
/"

Release
engineering Strategy
Provide training Admin UNIX
servers
Testing & QA Oversee
manufacturing
Interface with
sales & marketing Booth bunny
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Microsoft - Centtic: SMB defined calyptix’

A 1 to 250 users
A Most are in the < 25 range

v

A IT Manager
I Usually an outside IT consultant/firm
I Larger sites may have an inside IT manager
I Microsoft specialist; little to no UNIX experience

A Microsoft-centric products

I 95% have a Windows Server (almost always Small Business
Server) with Microsoft Exchange

I Active Directory
I Microsoft Outlook, Office, SharePoint, etc
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Our:SMB customers calyptix

A CPA firms A Chemists

A Law firms A Defense contractors

A Furniture stores A Software development firms

A Private schools A Manufacturing firms

A Churches A Museums

A Hotels A Firehouses

ADoctor so6 ofA Changbsrs of commerce

A Restaurants A Funeral homes

A Hospitals AAl so a few home
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Why Microsoft -  t-Centtic « SMBs:? calyptix’

A SMBs are the backbone of the US economy
I >26 million SMBs inthe USA
I Half of all private sector jobs
I Created~70% of all new jobs in past decade
A Small businesses

I LeastIT resources
I Budget constraints
I A serious security incident could affect the entire company

A Microsoft Windows
I Most popular = Most targeted!

A Needs security the most!
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Why OpenBSD ? calyptix’

A Security and code quality

I Secure by default

I Readable, peer-reviewed code
A Simplicity and practicality

I Sane defaults

I Lessis more

A Great documentation
i Documentationis not an afterthought
I Readable man pages!
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Why OpenBSD ? calyptix’

A Great development environment out of the box
I Convenient data structures for C: queue.h, tree.h

I Secure coding facilities: stricpy(3), stricat(3), strtonum(3),
arc4random(3)

I Features like ProPolice help detect bugs in our software
I Useful libraries and tools in base, e.g. libevent, tmux, etc.
A PF (and access to latest version of PF)

A True Freedom S
i1tos really free! Unen o
I Thorough license audit
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Maost Common ‘Deployment CS?ELYJE.ELX

Internet

AE3000

AOne LAN
ASBS serves DHCP & DNS
ASBS runs Exchange for

email (SMTP)
AActive Directory
ARemote Web Workplace (RWW)
AOutlook Web Access (OWA)
ARPC over HTTPS (or HTTP L)

. Windows
ARemote Desktop Protocol (RDP) Small Business Server
ASharePoint (includes Exchange)

APPTP L
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AccessEnforcer
Development
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O
Design Decisions calyptix

For the Microsoft-trained IT Manager:

A Web interface GUI
I Limited CLI shell for recovery

A Make it easy

I Admin should not need to know any UNIX whatsoever to operate
the product

A Simplicity and sane defaults!

I Asfew knobs as possible
I Just the stuffthey need (no BGP, etc)

A Seamless integration with Microsoft products
i Especially Windows Small Business Server
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O
Design Decisions calyptix

Our own requirements:

A Secure by default as much as possible

I Eachunit has randomly-generated default passwords (no two
units have same passwords)

I HTTPS-only web interface
A Discourage or do not support weak protocols

I Definitely no telnet server!

I Example: DES intentionally not supported, MD5 highly
discouraged

Alt should Ajust wor ko
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- calyptix’
Our'Dev Environment ELY REL

A C, Ruby, Korn shell, Perl, PHP, Lua, some C++
A Visual Studio for Windows apps

A PostgreSQL

A Started with CVS, recently moved to Git

v

A Source tree compiled using BSD make

A Multi-platform development environment
A OpenBSD

A Windows XP, Vista, 7 /\
A Windows SBS 2003, SBS 2008 7 \
A Mac OS X 10.5, 10.6

A Ubuntu Linux

Managing 600 OpenBSD-Based Firewalls 18




caly

ptix"

Adopted © OpenBSD '@ practices Ry

A Source tree organized roughly according to hier(7)
I Compiled with BSD make; no autotools, thankfully

A Coding style

A Code auditing and review

I Manual review each ot her 6s

I Review of GUI code for web application security issues, e.g.
SQL injections, cross-site scripting, and CSRF

| Static analysis with LLVM clang
Branch name conventions (e.g. AEF_3 0)

A
A -Wall
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AccessEnforcer versions SECURITY

A AccessEnforcer v1.0 (Ancient History; EOL 9 e d

I OpenBSD 3.8

A AccessEnforcer v2.0

I OpenBSD 4.0, with backported security fixes and
programs from OpenBSD CVS

A AccessEnforcer v3.0
I OpenBSD 4.7, with errata patches
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How OpenBSD is used
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How  OpenBSD ' is used CSE?JQ(,E.TY

tIx"

A Minimal installation
I bsd, bsd.rd, base47.tgz, and etc47.tgz

A GENERIC kernel
A Many base tools, some with modifications

A PF enabled

I NAT, rdr-to for port forwarding rules, and a LOT of other
networking functions
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Software Stack

calyptix’

SECURITY

AccessEnforcer web interface

OpenSSH
Interface

Serial console
Interface

AccessEnforcer programs

(OpenBSD ports & our own ports)

Hardware I
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Changes to © OpenBSD SECURITY

A /etc/rc replaced with our own startup script

A No rc.conf

A Init scripts placed in init.d
I Generally a conf script to generate the config file
I Init script to start/restart/stop program

i Background watchdog program to ensure all programs in correct

state
A Turned off unused services (echo, daytime, etc)
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OpenBSD! ' base tools ca L}()EItTIY X"

A Firewall & Networking
I ifconfig, pfctl, ftp-proxy
A DHCP
I dhcpd, dhclient
A IPsec VPN
I Ipsecctl, isakmpd
A Diagnostic tools
i arp, dig, ping, traceroute, tcpdump, whois
A Monitoring
I snmpd, syslogd
AMany mor eé
I Examples: ntpd, halt, ifstated, etc.
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Example:-: IPsec- VPN CSaELSL’JEELXW

A Powered by ipsecctl(8),
Isakmpd(8) and
Ipsec.conf

A Manual keying and
automatic keying

A Encryption and
authentication algorithms

A Single-page setup!
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